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Agenda 

•  About Robin Radar... 
•  About Drones... 

•  Capabilities  
•  Threats 
•  Counter measures 

 



ABOUT ROBIN 
Detection of Small Targets 



Shareholders	in	Robin	Radar:		



Installed	Base	
Installed Base - 2015 

•  Amsterdam	Schiphol	Airport	
•  Eindhoven	Airport	
•  Royal	Netherlands	Air	Force,	Wier	
•  Royal	Netherlands	Air	Force,	Millingen	
•  Imares,	Zandmotor	
•  Test	LocaKon	I,	Maasland	
•  Test	LocaKon	II,	Robin	Radar	Office	



Installed	Base	
Installed Base - 2016 



Detection, tracking and classification  
of small non-cooperative targets  
by combining affordable radars  

with smart software 

BIRD MONITORING IN 
WINDFARMS 

BIRD STRIKE PREVENTION IN 
AVIATION 

DRONE DETECTION IN 
SECURITY 



...into Drone Detecton 
 
2014 	 	In	preparaKon	of	the	Nuclear	Summit,	exisKng	counter		

	 	measures	are	tested,...with	disappoinKng	results	
	
2015 	 	The	Ministry	of	JusKce	calls	for	soluKons.	38	companies	

	 	respond.	Robin	Radar	Systems	becomes	nr	1	
		
	IniKal	operaKons		to	protect	world	leaders	during	the	G7				
	in	Elmau,	Germany		

	
2016 	 	Launch	of	“Elvira”	Drone	DetecKon	Radar	



Positioning 
Positioning 



Detection range: 3 – 9 km  
Classification range: 1.100 meter 
Beam width: 10° x 10° 
Azimuth resolution: 1° 
Range resolution:  3,2 meter 
Technology: FMCW 
Frequency: X Band 9650 MHz  
Power (EIRP): 4 Watt 
Rotation speed: 45 RPM, update rate 0,75 Hz 
Size (W*D*H): 0,9*0,9*0,8 meter (excl foot) 
Weight:  83 kg 
Power: 230 VAC 
Communication: Ethernet 

Specifications 



CAPABILITIES 
what drones can do these days... 



Drones have become... 
 
•  Affordable 
•  Rapidly improving 
•  High Tech sensor platforms 
•  Easy to get 
•  Easy to fly 
 



Title 
 

World wide 
200.000 drones are 
sold…  
 

e v e r y 
month 
 

.................................	



Drones in the shape of... 



..having unique capabilities.. 





THREATS 
what drones can do these days.. 



Momentum 



..ook in Nederland actueel.. 



..threats in the form of.. 



 
 
The wide spread availability of rapidly improving drones pose new threats. This results in a need for counter 
measures 

Threat Scenario’s 

§  Public Statements 

§  Violation of Privacy  

§  Endanger Flight Safety 

§  Illegal Transportation 

§  Military and Market Intelligence 

§  Terrorist Attacks 
 

Markets & Customers 

§  Airports 

§  Prisons 

§  Nuclear Power Plants 

§  Electricity companies 

§  Royal Palaces 

§  .. 
 

Issue = need 



COUNTER MEASURES 
challenges, capabilities and limitations 



Concept of Operations 
Balancing threat with collateral damage     
within a legal framework Detection 

The ability to detect  
non-cooperative small targets 

Challenge 

Classification 
The ability to distinguish drones from other  
small objects like birds 

Identification 
The ability to identify what type of drone 
it is, as input for threat analysis 

Intervention 
The ability to take appropriate actions 
to mitigate risk 

General Challenge 



Distinct Drones from 
birds and Friendly from 
Enemy 

Complicating factors 

Swarms of co-operative 
drones 
 

Unattended / autonomic 
flying 
 



 
INTERVENTION 
 
Jamming  
Spoofing 
Hacking 
Laser 
High Power Microwave 
Water canons 
Shooting nettings 
Counter drones 
Falcons 
Guns 
Missile systems 

 
LIMITATIONS 
 
hinder to other communications  
autonomous flight 
Time to reload 
parallelism 
Collateral damage 
Range 
Accuracy 
Price 
Ease of use 
Organizational fit 
 
  

 
DETECTION 
 
Human Surveillance 
Passive Electro-optical / infrared 
Acoustic 
Active Radar 
Radio FInding 
Wi-Fi Sniffing 



..creative counter measures.. 



1.  Drone’s are hyped: their impact on short term is over estimated, but 
underestimated for the long term 

2.  The market for counter measures is immature; most propositions are a facade to 
win time 

3.  Counter measures will mature... AFTER a serious incident results in customer 
budgets 

4.  Winning solutions will be ‘systems of systems’; a flexible combination of different 
sensors and counter measures 

My Observations 
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CharacterisKcs	
Range	 Posi+on	

accuracy	 Classifica+on	 Autonomous	
targets	

Mul+ple	
targets	

Low	visibility	
condi+ons	 Price	

De
te
cK
on

	M
et
ho

ds
	

Human	
surveillance	 **	 ***	 *****	 ✓ ✗ ✗ ****	
Passive	Electro-
op+cal	/	Infrared	 ***	 ****	 ****	 ✓ ✗ ✗ *	
Acous+c	 *	 **	 **	 ✓ ✓ ✓ ***	
Ac+ve	Radar	 ****	 ****	 ***	 ✓ ✓ ✓ **	
Electronic	Support	
Measures	(ESM)	 *****	 **	 ***	 ✗ ✓ ✓ ***	



DRONE DETECTION 
By Robin Radar Systems 









Operational at G7 


